NHOOPMALINOHHAA NMAMATKA
AJA OBYHAKOWUMXCA ONA PASMELWEHWA
HA OPUNLUINATIbHBIX MHTEPHET-PECYPCAX

C KkaxagblM rogoM MOSOAEXWN B UHTEPHETE CTAaHOBUTbLCA Oonblue, a LUKOMbHUKMA OOHU U3
caMbIX aKTMBHbIX Monb3oBatenen PyHeTa. Mexay Tem, NOMMMO OrpOMHOrO KOnm4yecTBa
BO3MOXHOCTEN, WHTEPHET HeceT U npobnembl. OTa nNamsaATka AOMKHa nomMoyb Tebe
©e3onacHoO HaxXoAuUTbCA B CETH.

KOMI'IbI-OTeprIe BUPYCbI

KoMnbloTEpHbIV BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX NMPOrpaMmm, OTNIUYMTENBHOM
0COBEHHOCTbI KOTOPOWN SIBIISIETCS CNOCOBOHOCTb K pa3MHOXEeHUI0. B JononHeHne K aTomy,
BUPYCbl MOryT MOBPeauUTb WU MOMHOCTbI YHUMTOXWUTb Bce dannbl M AdaHHble,
NOAKOHTPOSbHbIE MOMb30BaTEN, OT WMMEHW KOToporo Obina 3anylweHa 3apaxeHHas
nporpaMmma, a Takke noBpeauTb UMK axe YHUYTOXUTb onepaLMOHHY0 CUCTEMY CO BCEMMU
darnamu B Lenom. B 60nbLUMHCTBE CriydaeB pacnpoCTPaHSATCS BUPYChl YEPE3 NHTEPHET.

MeToAab! 3aWmThl OT BPEOOHOCHbLIX NMporpamMm:

1. Vcnonb3yih coBpeMEHHbIE OMepaLVOHHbIE CUCTEMbI, UMEILLINE CEPbE3HbI YPOBEHb
3aWmThl OT BPEAOHOCHbIX MPOrpamMm;

2. lMocTosiHHO ycTaHaBnuBam nayvytM (UMdpPoBbIE 3annaTkh, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBaKTCA C UeNbio AopaboTku nporpamMmbl) M apyrme OBHOBIEHUSI CBOEN
onepaumoHHon cnctemMbl. CkaunmBan Mx TONbKO ¢ odmumnansHoro canta paspabotumka OC.
Ecnu cywecTByeT pexxum aBToMaTM4eckoro OOHOBMEHUS, BKIOYN €ro;

3. PaboTtan Ha cBoeM KOMMbKOTEPE NOA NpaBaMun Nonb3oBaTens, a He agMUHUCTpaTopa.
OTO He Mo3BONUT BOSBLUMHCTBY BPEOOHOCHbLIX MPOrpamMmM MHCTanIMpoBaTbCs Ha TBOEM
nepcoHasribHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTMBMPYCHblE MpOrpaMmHble MNPOLYKTbl M3BECTHbLIX MPOM3BOAUTENEN, C
aBTOMaTn4yecknm obHoBneHnem 6as;

5. Orpan-lb (*)I/ISI/I‘-IGCKI/IIZ OOCTYIMN K KOMMbOTEPY ANA NOCTOPOHHUX JALL;

6. Vicnonb3yn BHeLIHME HOCUTENN MHAOPMaLMN, Takne Kak prnewka, gUCK unu ann na
WHTEepHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHMKOB,

7. He oTKpblBan KOMMbIOTEPHbIE haunnbl, NOSTyYEHHbIE N3 HEHAAEXHbLIX UCTOYHMKOB. [axe
Te pannbl, KOTOpPble Npucnan TBOW 3HaAKOMbIW. Jlydlle yTOYHM Yy Hero, OTrnpasnsn fn OH
Tebe ux.

Cetn WI-FI
Wi-Fi - 3TO He BMA nepedayn gaHHbIX, HE TEXHOMOIMSA, a BCEro nuiwb 6peHa, mapka. Ewe B

1991 rogy HUaepnaHackas komnaHus 3apermctpuposana opeHg "WECA", yto ob6o3Havano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoanTcs kak "6ecnpoBogHas TOYHOCTL".



[o Hawero BpemeHu powna gpyras abbpesmaTypa, KoTopas SBNSAETCS TaKOW Xe
TexHonornen. Oto abbpesnatypa "Wi-Fi". Takoe HasBaHue ObIIO OAHO C HAaMEKOM Ha
CTaHZapT BbICLLEN 3BYKOBOW TexHUKN Hi-Fi, 4To B nepeBoae 03HavaeT "BblCOKad TOYHOCTbL".

[a, GecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENAX M asponoptax ABNAETCA OTSINYHOM
BO3MOXHOCTbIO BbiXx04a B MHTEPHET. HO MHOMMe akcnepTbl CYMTAKOT, YTO 0OLLEeA0CTYMNHbIE
Wi-Fi ceTu He aBnaiTca 6e30nacHbIMM.

CoBeTbl No 6e3onacHocTn paboTbl B 06LienocTynHblx ceTsax Wi-fi:

1. He nepenaBa cBOK Nn4Hy0 MHpopmaumio Yepes obwenoctynHole Wi-Fi cetn. PaboTas
B HUX, XenaTeribHO He BBOAUTbL Naponu A0CTyna, SIOrMHbI U Kakue-To HoMepa;

2. Ncnonb3yn 1 oBHOBNAN aHTMBUPYCHblE nporpammbl 1 GpaHamayep. Tem cambiM Thbl
obe3onacullb cebsi OT 3aKaykm BUpyca Ha TBOE YCTPONCTBO;

3. MNpwu ncnonssosaHnm Wi-Fi otkntoun dpyHkumto "O6wmn goctyn K bannam n npuHtepam”.
[aHHasa dyHKUMS 3aKpbiTa N0 YMOSTHaHUIO, OQHAKO HEKOTOPbIE NOMNb30BaTENN akTUBUPYIOT
ee ansa ynobcTea ncnonb3oBaHusa B pabote unm yyebe;

4. He ncnonbsyn nyénuyHbin WI-FI ana nepegaym nnudHbIX AaHHbIX, HANpUMep 4518 BbIxo4a
B coumarbHble CETU UMW B 3NEKTPOHHYIO MOYTY;

5. Micnonb3yn TOnbko 3awmuieHHoe coeguHeHue 4yeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B MobunbHoM TenedgoHe oTknoun pyHkuuio "lMogkntoyenune k Wi-Fi aBTomatndeckn”. He
Aonyckan aBToMaTUYECKOro NoakntoyeHus yctponctea k cetsam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble ceTu

CouuanbHble CeTn akTUBHO BXOAAT B HaLUy XW3Hb, MHOTME NoAnN paboTaloT U XUBYT TaMm
NOCTOSIHHO, a B Facebook yxxe 3apernctpmpoBaH Munnmnapa YenoBek, YTo sABNAeTCa 04HOMN
ceabMou Beex xuteneun nnaHetbl. MHOrMe nonb3oBaTeny He NOHMMAaT, YTO MHGOpMauus,
pasMelleHHas UMM B couMarnbHbIX CeTAX, MOXeT ObITb HarWdeHa U UCMOofb30BaHa Kem
YyrogHo, B TOM 4ucrie He obasaTesibHO ¢ 6riaruMmm HaMepeHUaMMU.

OcHoBHble coBeTbl N0 6E30NaCHOCTN B COUManbHbIX CETSX:

1. OrpaHunyb cnmncok apysen. Y 1eba B Apy3bsiX HE AOMKHO ObITb ClyYanHbIX U HE3HAKOMBbIX
nogen;

2. 3awmiian CBOK YacTHYIO XU3Hb. He ykasbiBan naponiv, TenedoHbl, agpeca, AaTy TBOEro
POXAOEHUSA U OPYrYO NUYHYK MHPOPMaLNIO. 3M0YMbILLNIEHHMKM MOTYT UCNOSb30BaTb JaXe
MHOPMaUUIO O TOM, Kak Tbl M TBOWU pOaUTENN NNaHMpyeTe NPOBECTU KaHUKYbI;

3. 3awmuyan cBoto penyTaumio - AepXku ee B YNCTOTe U 3adaBait cebe Bonpoc: xoTen Obl
Tbl, YTOObI ApYyrMe nonb3oBaTeny BUAENM, YTO Thl 3arpykaelub? MNogyman, npexae Yem 4to-
TO OnNyGnMKOBaTb, HaNMUcaTb U 3arpy3nTh;



4. Ecnn Tbl rOBOpULLb C NIOAbMU, KOTOPbIX HE 3HaELLb, HE UCMOSb3YyN CBOE pearibHOe UMS
N OpYryto Nu4Hyo MHopMauun: nMs, MECTO XUTENbCTBA, MeCTO y4ebbl 1 NpoYee;

5. N3beran pasmelleHus dotorpaduin B IHTepHeTe, rae Thl M306paXKeH Ha MECTHOCTH, NO
KOTOPOW MOXHO onpeaenuTb TBOE MECTOMOSOXEHWNE;

6. Mpun pernctpaunn B coumanbHoOM ceTn HeobXoaMMO MCMONb30BaTh CMOXHbIE Naponu,
cocTosime 13 Byks 1 LMp U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumanbHOM CEeTU, NOYTbl U OPYrMX CanToB HEOBXOAMMO MCMOMb30BaTb pasHble
naponu. Torga ecnu Tebs B3NOMaloT, TO 3MOYMbIWMEHHUKM MofydaT AOCTYN TOMbKO K
OQHOMY MECTY, a He BO BCe cpaay.

aﬂeKTpOHHble OeHbrn

ONEeKTPOHHbIE OeHbMM - 3TO OYeHb YAOOHbIM cnoco® nnatexen, OAHaKo CyLeCTBYHT
MOLLEHHMKMN, KOTOPbIE XOTAT NONYYNTb 3TU AEHbIN.

OnEeKTPOHHbIE AEHbMM MOSIBUNUCL COBCEM HEAaBHO M MMEHHO M3-3a 3TOF0 BO MHOIMMX
rocyaapcteax Ao CUMX NMop He NPOMMCaHO NPO HUX B 3aKOHAX.

B Poccuu ke OHM yHKLUMOHMPYIOT N O HUX Y>Ke MPONUCaHo B 3aKOHe, rae ux pasgensioT Ha
HECKOJSbKO BUOOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOpbIX paspeLuaeTcs npoBoauTb onepaumn 6e3 naeHtudukauumn nonb3oBaTtens, a B
HEeaHOHUMHBbIX MAEHTUMUKaUKNA Nosib3oBaTens aBnseTca obasaTenbHON.

Takke cneagyeTt pasnuyaTb 3MEKTPOHHblE uaTHble AeHbrM (paBHbl rOCY4apPCTBEHHBLIM
BanoTaM) 1 3NEKTPOHHbIE HedMaTHbIe AeHbIV (HEe paBHbI FOCY4apCTBEHHLIM BasltoTam).

OcHoBHble coBeTbl N0 Be3onacHoOM pa60Te C SJTIEKTPOHHbIMWN OEHbIramMu:

1. TpuBsXKM K cyeTy MOBUMbHBLIN TenedoH. 3TO camblil YAOOHbLIN U BbLICTPLIA CNOCO6
BOCCTAHOBWUTb AOCTYN K cuyeTy. NpuBA3aHHbIn TeNedoH NOMOXET, ecnv 3abyaellb CBOW
nnaTexXHbl Naposfb UK 3angellb Ha CanuT C HE3HAKOMOro YCTPOWCTBA;

2. Ncnonb3yi ogHopasoBble naponu. MNocne nepexofa Ha yCUNeHHy aBTopusaumio Tebe
y)e He OyaeT yrpoXaTb OMacHOCTb Kpaku UM nepexsaTa nrnaTexHoro naporns;

3. Bbibepu crnoxHbin naponb. MNpecTtynHukam OygeT He NPOCTO yragaTb CNOXHbIA Naposib.
HapexHble naponu - 3To Naponu, KOTopble coaepXxaTt He MeHee 8 3HaKOB M BKMNO4YaloT B
cebsa CTpouyHble M NPONUCHble BYKBbI, LUNMPLbI U HECKONIbKO CMMBOJSIOB, TakMe Kak 3HaK
Aonnapa, yHTa, BOCKNUUaTenbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NNYHbIE AaHHbIE Ha canTax, KOTOPbIM HE JOBEpPSELLb.
OneKTpoHHas noyrta
OreKTPOHHAasi MoYTa - 3TO TEXHOMOMMSA U NPeaoCTaBnsieMble €K YCNyru no nepecoinke u

MOMYYEeHUIO MNEKTPOHHBIX COOBLLEHWN, KOTOPbIE pacnpeaenstoTcs B KOMMNbIOTEPHOM CETW.
OObIYHO  3MEKTPOHHbIA  MOYTOBbLIM  SAWMK  BbIMSAUT  cnedylowum  o6pasom:



UMSA_nonb3oBaTena@umsa_aoMeHa. Takke KpoMe nepefayn npocTtoro TekcTta, UMeeTcs
BO3MOXHOCTb nepefasatb hansbl.

OcHoBHble coBeTbl NO Ge3onacHon paboTe C 3NEKTPOHHON NOYTOWN:
1. Hago BbIGpaTh NpaBusbHbIA MOYTOBLIN cepBUC. B MHTEpHETe ecTb OrpOMHbIA BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO fyylle A0BEPATb TEM, KOrO 3HAELLb M KTO NePBbIv

B PENTUHTE;

2. He ykasbiBan B NUYHOW MNOYTE NUYHYHO MHGOpmauuio. Hanpumep, nyywe BbibpaTb
"My3blkanbHbI_(paHaT@" unm "pok2013" BmecTo "Tema13";

3. Ncnonb3yi oByxaTanHyto aBTopm3aumnio. 310 Koraa NoMmMMO napornsi Hy>KHO BBOAUTL Kof,
npucbinaemsin no SMS;

4. Bblbepn CcrnoXHbiM naposfib. [Ona KaOoro MNOYTOBOro SAlmMKa OOMKEH ObiTb CBOW
HaZeXHbI, YCTOMYMBLIMA K B3/TOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb caMomy CBOW JNYHbIN BOMpPOC, I/ICI'IOJ'Ib3yI7I Ty
BO3MOXXHOCTb;

6. Mcnonb3yn HECKOSNIbKO MOYTOBbIX AWKMKOB. [lepBbli Af1s YaCTHOM MNepernvcku ¢
agpecatamu, KOTOpbIM Tbl JOBepsiellb. JTO ANEKTPOHHbIM agpec He HaZo UCNOob30BaTb
npu pernctpaumm Ha doopymax n camTax;

7. He oTkpbiBan dannbl U Apyrne BroXeHNA B NUCbMaXx, Aaxe eCnv OHWU MPULLn OT TBOUX
apysen. Jlydwe yTouYHU y HUX, OTNpaBnsnu fiu oHn tebe atn dannel;

8. MNocne okoH4YaHusA paboTbl HA NOYTOBOM CEpPBUCE Nepen 3akpbiTUEM BKNaLKM C CakuTOM
He 3abyab HaxaTb Ha "BbinTn".

KnbepbynnuHr unu BupTyarnbHoe U3geBaTefnibCTBO

KnbepObynnuHr - npecnegoBaHme coobLLeHNsIMK, coaepXKallmmmn ockopbneHms, arpeccuto,
3anyrmBaHue; XyrnuraHcTtBO; couunanbHoe OOMKOTMPOBaHME C MOMOLLBI  PasfnyHbIX
WHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl No bopbbe ¢ knbepbynnMHrom:

1. He 6pocancs B 6on. Jlyuwwmin cnocob: nocoBeToBaTbCA Kak cebs BECTM U, €CIN HET TOrO,
K KOMYy MOXHO 00paTuTbCs, TO BHa4yane YCrnokouTbCcs. Ecnn Tbl HayHelwb OTBeYaTb
ockopbneHMsaMn Ha OcKopBneHnst, TO TONbKO eLe BonbLue pasoxKellb KOHQIUKT;

2. Ynpasnsu ceoen knbeppenytaumen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLI,GCTByPOT cnocobbl BbISICHUTb, KTO CTOMT 3a
AdHOHUMHbIM aKKayHTOM;

4. He cTouT BECTM XynuUraHckui obpas BUpTyasnbHOW XXM3HU. IHTEepHET conKcupyeT BCe TBOU
AENCTBUS U COXpaHAaeT nx. YaanuTb nx Oyaet kpanHe 3aTpyaHUTENbHO;



5. Cobntogan cBot BUPTYyarbHYO YECTb CMOSIOAY;

6. UrHopupyn eamHnyHbIn Heratue. OgHopasoBble OCKOPOUTENbHbBIE COOOLLEHNS ny4Lle
urHopmpoBaTb. OBbIYHO arpeccus npekpallaeTcs Ha HayanbHOW cTaguu;

7. ban arpeccopa. B nporpammax obMeHa MrHOBEHHBLIMU COOOLLEHUSIMU, B COLMarnbHbIX
CeTAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHMI C OnpeaeneHHbIX aapecos;

8. Ecrm TbI cBugeTenb K|/|6ep6ynn|/|Hra. TBouM pgencreus: BbICTYNMUTb MPOTUB
npecriegoBarternd, nokasaTtb emMy, 4YToO €ro AENCTBUNSA OLLEHMBAKOTCS HEraTUBHO, nogaepixatb
XepTsay, KOTOpOVI HYyXHa ncuxonornvyeckasd nomMolLlb, coobWuTL B3pPOCJ/iIbIM O (baKTe
arpeccmBHOro noBeaeHmnd B CETU.

MobunbHbIN TenedoH

CoBpeMeHHble CMapTOHbI U NNaHWeTbl coaepxaT B cebe BnosiHe B3pOCrbii PyHKUMOHan,
N Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTauMOHapHbIMK KoMnbtoTepamu. OgHako, cpeacTs
3aWmThl ANng Nogo6HbIX YCTPOMUCTB NOKa O4eHb Mano. TecTupoBaHue 1 NOUCK YsI3BMMOCTEN
B HMX MPOUCXOOUT He Tak MHTEHCMBHO, Kak ansa K, To e camoe kacaetcs n MOBUbHbIX
NPUITOXEHNN.

CoBpeMeHHble MOBUNbHbIE Bpay3epbl y)Ke NpakTUYeckn LOrHanu HacTOfMbHbIE aHanoru,
O[HaKO paclumpeHne byHKUMOHana BrieyeT 3a cobon OONbLUYK CIIOXHOCTb U MEHbLUYHO
3aLMLLEHHOCTD.

[laneko He Bce npon3sognTesIN BbIMYCKaAKOT obHoBNEHNA, 3aKkpbiBawWwmne KpUTUHECKME
yA3BUMOCTU OJ14 CBOUX yCTpOIZCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTN MOBUBHOMO TenedgoHa:

Huyero He siBnsieTcs no-Hactosiwemy GecnnatHbiM. Byab ocTtopoxeH, Beab korga Tebe
npennaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NiaTHbIe YCryru;

Adyman, npexge yem otnpasutse SMS, poTo unu Bnaeo. Tl TOYHO 3HaelWb, rae oHu byayT
B KOHEYHOM uTore?

HeobxoamMmo o6HOBNSITL ONepaLmoHHY0 CUCTEMY TBOEro CMapTdoHa;
Ncnonb3yi aHTUBUPYCHbIE NporpaMMbl ANt MOGUINbHbIX TeNedOHOB;

He 3arpy>|<a|?1 npunoxXeHnda OT HEU3BECTHOINo0 UCTOYHMKA, Be€Ob OHWU MOTYT COOEpPXKaTb
BpeaoHOCHOE rnporpaMmmMmHoe obecneveHue;

[Mocrne TOro kak Tbl BblMAelWb C caWTa, rae BBOAUM JIMYHYKO WHJOpPMauuio, 3anauv B
HacTponkn bpaysepa n yganu cookies;

Mepuogmnyeckn NPoBepsin, kakMe nraTHble YCNyrn akTUBUPOBaHbI HA TBOEM HOMEPE;

[aBai cBon Homep MOBUNBHOro TenedoHa TONbKO NAAM, KOTOPbIX Tbl 3HAELUb U KOMY
AoBepsieLlb;



Bluetooth gormkeH GbITb BbIKMOYEH, KOrga Thl UM He nonb3yelbcd. He 3abbiBan nHorga
npoBepPATb 3TO.

Online urpbl

CoBpeMEHHbIE  OHMAaWH-Urpbl - 3TO KPACOYHble, 3axBaTbiBalOLME pa3BeveHUs,
06begnHAOLLNE COTHU ThICAY YENOBEK N0 BCeEMY MUPY. VIrpOKM nccnenyroT AaHHbIN UM MUP,
obLwarTcs apyr ¢ APYroM, BbIMOMHSAKT 3a4aHUSA, CpaXKalTCA C MOHCTpPaMM M MonyyatoT
onbIT. 3a yO4OBOMbCTBME OHW MNNATAT: MNOKyNawT AUCK, OnfnavyvMBaloT abOHEMEHT wunu
npuobpeTaroT Kakme-To Onunn.

Bce aTu cpeactea nayT Ha nogaepKaHue 1 passBuTUE Urpbl, a Takke Ha caMmy 6e30nacHoOCTb:
COBEpPLUEHCTBYIOTCS CUCTEMbl aBTOpPM3auuW, BbINYCKAOTCA HOBble MaTyM (UMdPOBbIE
3annaTku gns nporpamm), 3aKpbiBatoTCA YSA3BUMOCTM CEPBEPOB.

B noaoGHbIX Urpax CTOMT onacaTbCsl HE CTONBbKO CBOMX COMEPHUKOB, CKOSbKO KPaXkvu TBOETO
napons, Ha KOTOPOM OCHOBaHa c1cTeMa aBTopu3aumm 6onbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6e3onacHOCT TBOEro UrpoBOro akkayHTta:

1. Ecnu gpyron urpok Beget cebs nroxo nnu cosgaet Tebe HenpusaTHOCTK, 3abnoKUpymn ero
B CMMCKE UIPOKOB;

2. MNoxanyncsa agMMHUCTpaTopam Urpbl Ha Mroxoe rnoseaeHue 3Toro Urpoka, XXenatenbHO
NPUIOXNTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBayn nn4yHyto nHopmaumio B npodansne urpbl;
4. YBaxan gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBaun HeoduumanbHble NaTyn n Moabl;

6. Aicnonb3yn CrioXHble 1 pasHble Nnaponu;

7. Daxe BO BpeMsi Urpbl He CTOMT OTKMYaTb aHTuBMpyc. [oka Tbl urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apa3sunTb.

OUIMHT nnn Kpaxa JIN4HbIX OaHHbIX

O6bI4HOM Kpaken AeHer u AOKYMEHTOB CEroAHS YXXe HMKOro He yAMBULLb, HO C Pas3BUTUEM
WHTEPHET-TEXHONOMN 3MOYMbILUSIEHHUKN NEPEMECTUNIUCL B WHTEPHET, M MpOAoSKatoT
3aHuMmaTbcs "noduMbIM" OEenoMm.

Tak nosiBMnacb HoBas yrpos3a: MHTEpPHEeT-MOLUEHHW4YecTBa WUNU PULLIMHS, rnaBHas uernb
KOTOPOro COCTOMUT B NMOJSTyYEHUN KOHUAEHUMArbHbBIX aHHbIX MOfb3oBaTeNnen - rorMHOB U
naponewn. Ha aHrnunckom si3bike phishing yntaetcsa kak douwmnHr (ot fishing - ppibHas noens,
password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:



1. Cneawm 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaelub, YTO TBOsi aHKeTa Obina B3rioMaHa,
TO HeobxoamMmo 3abnokmpoBaTb ee 1 CoobLWMTbL agMuMHUCTpaTopam pecypca 06 3ToM Kak
MO>HO CKOpee;

2. MCI'IOJ'Ib3yl7I GesonacHble BeG-canTbl, B TOM 4uUChe, MHTEpPpHEeT-MarasamHoB U MNMOUCKOBbLIX
CUCTEM,

3. Acnonb3yn crnoxHble M pasHble naponu. Takum obpasom, ecnv Tebs B3nomatroT, TO
3M0YMbILUMIEHHUKN nonydaT AOCTYN TOMbKO K O4HOMY TBOeMY NMpodousto B CETU, a He KO
BCEM;

4. Ecnn 1ebsi B3nomanu, To HeobxoaMMo NpeaynpeauTb BCeX CBOMX 3HAKOMbIX, KOTOpble
AoGaBneHbl y Tebs B Apy3bsX, O TOM, YTO Tebs B3nomanu n, BO3MOXHO, OT TBOEFO MMEHW
OyaeT paccbinaTtbCs cram U CCbINKU Ha PULLMHIOBbLIE CaNThI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUIbHbIN TenedoH;
6. OTKNOYN coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan dannbl U gpyrne BroXeHNa B NMCbMax, AaXe eCrii OHU NPULLIIKM OT TBOUX
apysen. Jlydwe yTouYHN y HUX, OTNpaBnsnu nn oHn tebe atn hannol.

Lndposasa penytaums

LindppoBasa penyTtaums - aTo HeraTMBHas WM NO3UTMBHAS UHQopMaumnsa B ceTn o Tebe.
KomnpomeTupytowas uHgopmauus, pasmelleHHas B WHTEpPHETe, MOXET Cepbe3HbIM
obpa3om OTpa3nTbCs Ha TBoeu pearnbHOW Xu3Hwu. "Lndposaa penytaums" - 91O TBOW
UMUOXK, KOTOPbIN dopMUpyeTcs n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MEeCTO XUTenbCTBa, y4ebbl, TBOe (DUHAHCOBOE MONOXeHne, 0COGEHHOCTM XapakTepa
1 pacckasbl 0 BGNN3KKX - BCE 3TO HakannuesaeTcs B CETW.

MHorve nogpocCTKM NErkoMbICIIEHHO OTHOCATCA K nybnukaumm nu4HOM WHOpMaLMM B
NHTepHeTe, He NOHMMAas BO3MOXHbIX NOCNeACTBMI. Thbl JaXe He CMOXeLlb JoragaTtbCs O
TOM, 4YTO poTorpadusi, pasmeLleHHasn 5 net Ha3ag, crana NPMYNHOM OTKa3a NPUHATL Tebs
Ha pabory.

KoMmmeHTapuun, pasmelleHne TBonx potorpadun n gpyrme 4encTBuUs MOrytT He UCYEe3HyTb
Aaxe nocre Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHun 3Ty MHOPMaLMIO,
nonasa fm oHa B MOMCKOBbIE CUCTEMbI M COXPaHWUIACh f1 OHa, a rMaBHOE: YTO NOAYMatoT O
Tebe okpyXatoLime ngun, KoTopble HaNQyT U yBUAAT aTo. HanTm nHdopmaumo MHOro net
CrycTs CMOXeT NtoboMn - Kak U3 4obpbIX NOBYXOAEHUIN, TaK U C HAMEPEHNEM NPUYNHUTL BPeS.
OTO MOXET ObITb KTO YrogHo.

OCHOBHbIe COBETbI MO 3aLLMTe LMGPOBON penyTaumm:

1. Nogyman, npexge 4em 4TO-TO nybriMkoBaTb M nepefasaTb y cebs B 6nore unm B
couunanbHOn CeTu;

2. B HacTpounkax npounsa yctaHOBM OrpaHUYEHns Ha NPOCMOTP TBOEro npodunsa u ero
CoepXXMMOro, caernamn ero Tonbko "ona gpysen';



3. He pa3amelyan n He ykasbiBan MHPOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnsaTb nnu
obmxaTb.

ABTOpCKOE npaBo

CoBpeMEHHbIE LLUKOMbHUKN - aKTUBHbIE MOMb3oBaTeENN LMdpPOoBOro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO MOSb30BaHWE MHOIMMU BO3MOXHOCTAMM UMAPOBOro Mupa
TpebyeT cobnogeHns npas Ha MHTENNEKTyanbHY0 COOCTBEHHOCTb.

TepMnH "wmHTennekTyanbHass COBGCTBEHHOCTb" OTHOCUTCA K pPasfUYHbIM  TBOPEHUAM
4YenoBeYyeckoro yma, HadMHasi C HOBbIX WM300peTeHMrn Kn 3HakoB, 0603HaYaloLLUX
COBCTBEHHOCTb Ha MPOAYKTbl M YCRyrn, W 3akaHymBasd KHuUramu, oTtorpadpusamu,
KMHOOMMbMaMn 1 My3blKanbHbIMU MPOU3BESEHNAMMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl0 COOCTBEHHOCTb Ha MpPOM3BeneHus
HayKu, NMMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTun Toro,
YTO WHTENNeKTyanbHbIN/TBOPYECKU TPYyA aBTopa He OyaeT HanpacHbiM, [acT emy
cnpaBeanvBble BO3MOXHOCTWM 3apaboTaTb Ha pesynbTaTtax CBOero Tpyda, MonyyYuTb
N3BECTHOCTb U Npu3HaHue. HMKkTo 6e3 pa3peLleHnst aBTopa He MOXET BOCMPOU3BOANTL Er0
npousseneHve, pacnpocTpaHsTh, ny6rMyHo  OEMOHCTPUPOBATh, npoaasaTb,
MMNOPTUPOBAaTb, MyckaTb B NPOKaT, Ny6rMYHO UCMONHSATL, NOKa3biBaTb/MCNONHATL B 3dunpe
unu pasmewaTtb B VIHTepHeTe.

Mcnonb3oBaHue "nmnpatckoro” nporpamMHoOro obecneyeHus MoXeT NMpUBecTU K MHOMMM
puckam: OT MOTepU AaHHbIX K TBOMM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBIeHa HeneranbHaa nporpamma. He ctout Takke 3abbiBaTb, YTO CyLECTBYHOT
neranbeHble 1 6ecnnaTHble NPOorpaMMbl, KOTOPbIE MOXHO HANTU B CETMU.

O noptane

CeTeBUYOK.p - TBOW rMaBHbIN COBETYUK B CETU. 30€Ch Thl MOXELLb Y3HaTb 0 6e30nacHOCTH
B CETU MOHATHBbIM M AOCTYMHbLIM S13bIKOM, @ MNP BO3HWKHOBEHUM KPUTUYECKOW CUTyaLumu
obpaTnTbCA 3a COBETOM. A TakkKe MPUHATb y4acTue B KOHKypcax U cTaTb CaMbiM LMPOBLIM
rpaxkgaHnHom!



